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At National Online Safety we believe in empowering parentsfecmﬁﬁcators with the\-uformatlon they-need to hold an informed conversation about online
safety with their children;should hey»fﬁlﬁs needed. Pléqse v\su nqtlonalonllnbsqfet éork forfurther guides; hints and tips for adults.
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What is it?
1 ‘Peer-to-Peer -~

(p2 p) Shrin The muwaajﬁ‘_.ﬁ networks makes it possible for:
| onefileto) w:m:udd to millions of computers,
‘ which makes these files the perfect tool for:
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If your child is using P2P file-sharing software, it's

important that you also have reputable security
f\ \ Hdsitars o sprsdd pnallslous soiers. Thils sould software installed which is up to date. This will alert

bein the form of SpyWware, VifUses, or trojarn fo‘m you if any malware or viruses have been installed

which can sitquietly on yourPC collect: onto your machine and will often help you remove
information and mmﬂfy]:g /aw security. Jd' 1gs: N y them once detected. 2

Peer-to-peer (P2P) sharing is the process o
transferring digital content, such as
electronic books, music, or video clips from
one computer to another. In a P2P network,
each ‘peer’ is an end-users computer

connected to the other ‘peer’ via the internet. “‘ Illegal downloads Avoid chat functionality
- Typically, this is done with the help of P2P N
.s°ftW°re programmes, such as Napster or \ Not only. J::L:JM:.IM be unintentionally As mentioned, one of the many dangers of P2P

/| BitTorrent, where files are indexed on a central ‘: downloaded onto your PG, it’s also possible to file-sharing is that it can often expose your Chlld to
7| server, making them available for other users ! mbiJ»iﬂMjabﬂﬂLu:L:Jw _.)/!Lju&:x] material. Doing strangers. Keep an eye on the software they"

\ to find and download \ so, and subsequently sharing this material with using and ensure it doesn’t have built-in ¢ at
N ’ others, is againstthe lawand couldresultin capabilities. If it does, it’s worth downloading a

’ Jlg.nﬁfb:.lm financialpenalty. more reputable alternative, such as BitTorrent.

‘ F_.ﬁw}wff)ulﬁdﬂwjfwﬁjwiuu” 1y
. _dpplications donotcomply with privacy sett
sﬂw@gpwhwm:ﬁﬁwuygxwa .)Llawuuv
- containmedia soinstead of sharing a few p:mw,
‘u ~ youmay end up sharing your entire photo J]_u.u K

Oversharing ) & Explain the risks
1.

Be sure to explain the risks of P2P file-sharing to
your child, as this could help prevent any security
or potentlal legalissues. Ensure that they are
aware that seemingly innocent-looking content
could potentially contain digital nasties, and that
installing copyrighted material is against the law.

Educate yourself

If your child is using P2P file-sharing, perhaps to
download music or TV shows, it’s important you're
aware of the risks. Many file-sharing services offer

parent’s guides that explain the risks of their
software, how it can be used safely and legally,
\ and the level of parental controls they provide. j

r

urther Suppor
E\?F th S Pp t Our Expert
Carly Page

Although P2P file-sharing is still popular with
millions of users across the globe, there is now . .
much safer software available at your child’s Carlu Page ISan experlenced and
disposal, particularly if they don't feel safe using .
P2P file-sharing. If your child is using P2P software hlg hli‘-j respected freelance
to download music or films , perhaps it's worth ) y .
~| signing them up to a streaming service such as ~, tEChnO|Og9_| ournalist, editor and

Apple Music, Spotify, Netflix, or Amazon. bondtiant PFEViOUSI‘d the editor of
\ tech tabloid The INQUIRER, Carly now
works as the news editor for

Report and offer support
e Computer Shopper and IT Pro and
If your child feels at risk due to exposure to 2 ieafi
hstlyqr}glers or bulllyl ) rg or dufe to ex%osure to ~ writes for a number of publlcatlons
Y/ armful material, offer comfort and support. H H
\ /]| 74 i Er?couragebyour chllg to favmd usmglIg P e mcludmg Forbes, TechRadar, Tes, The
9/ —F—1 file-sharing websites and software. Keep proof o H
\ - any messgges they have received if yoE rI\)eed to Metro’ uSwitch and WIRED.
3 / contact the police orlocal authorities.
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www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 11.09.2020



